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Abstract: We discuss risk evaluation and risk-averse optimization of complex
distributed systems with general risk functionals. We postulate a set of axioms for the
functionals evaluating the total risk of the system and show the dual representation for
the systemic risk measures. Furthermore, we propose two new families of measures
constructed by using either collections of linear scalarizations or non-linear risk
aggregation. The new framework facilitates risk-averse sequential decision making by
distributed methods. The proposed approach is compared theoretically and numerically
to some of the systemic risk measurements in the existing literature. We formulate a two-
stage stochastic programming decision problem with the new measures of high-
dimensional risks and propose a distributed method for its solution. The method is
implemented to solve a wireless communication problem associated with the operation
of a team of robots that explores an area. The goal is to determine a few reporting points
so that the communication is conducted most efficiently while managing the risk of losing
information. In this context, we compare the new risk measures to other methods of
systemic risk evaluation. We show that the proposed framework is less conservative and
results in a substantially better solution of the problem at hand as compared to a linear
aggregation of the risk of individual agents as well as other methods.

This is a joint work with Aray Almen, Stevens Institute of Technology.
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